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1. Overview and applicability 
 
 
 
 
 
 
 
 
 
 
 
The outsourcing and TPRM consultation paper builds upon on the implementation of the European 
Banking Authority (EBA) ‘Guidelines on Outsourcing Arrangements’ providing clarification on 
requirements and the approach financial services organisations are expected to follow to ensure 
adherence.  
 
The FCA Operational Resilience consultation paper provides limited practical detail on outsourcing 
and implementation but it is broadly aligned with the EBA Guidelines and the PRA’s Outsourcing 
consultation paper. Organisations that are subject to the FCA’s but not the PRA’s jurisdiction should 
therefore continue to work in accordance with (and where relevant continue to implement) the EBA 
Guidelines. 

The Prudential Regulation Authority (PRA) published a consultation paper on outsourcing 
and third party risk management (TPRM) in December 2019, alongside a separate 
consultation paper on operational resilience and impact tolerances. This coincided with 
an FCA consultation paper on building operational resilience and impact tolerances. 
 
This paper assesses the impacts of these documents and seeks to outline some of the key 
consequences for financial services organisations. 

https://eba.europa.eu/sites/default/documents/files/documents/10180/1972987/eb859955-614a-4afb-bdcd-aaa664994889/Final%20Guidelines%20on%20Internal%20Governance%20%28EBA-GL-2017-11%29.pdf?retry=1
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/consultation-paper/2019/cp3019.pdf
https://www.fca.org.uk/publication/consultation/cp19-32.pdf
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2. Key Areas of Focus 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Proportionality:  
An organisation’s approach to outsourcing and 
TPRM should be appropriate to their size, 
internal organisation, risk profile and the 
nature, scope and complexity of their 
activities.  
 

Scrutiny of an organisation’s outsourcing 
arrangements may also vary according to their 
significance  
 

Materiality Assessments:  
Both the outsourcing consultation paper and 
the EBA guidelines distinguish between 
standard outsourcing and those that are 
considered higher risk (and therefore requiring 
more stringent rules), when considering the 
services that are being provided and the 
dependent processes and activities.  
 

The EBA guidelines describe high-risk 
outsourcing as critical or important and the 
outsourcing consultation paper refers to 

material outsourcing, which is the term used in 
the PRA Handbook. Although both concepts 
are broadly similar, the outsourcing 
consultation paper states that the definition of 
material outsourcing should be read as 
including the definition of “critical or 
important”. 
Historically organisations will have a large 
number of “critical” suppliers however of 
those there will typically only be handful that 
are truly material. 
 

Treatment of broader 'third party 
arrangements':  
The PRA paper extends the scope by 
suggesting that organisations must have 
appropriate processes and controls in place to 
identify, manage and report risks resulting 
from all third-party arrangements, not just 
from outsourcing.  
 

Organisations should risk assess all third-party 
arrangements, regardless of materiality, 
although the risk assessment methodology 
should be proportionate to materiality 
 

Intra-group outsourcing arrangements:  
Both the EBA Guidelines and the consultation 
papers state that intra-group outsourcing 
arrangements are ‘no less risky’ than those 
with external third-parties however the 
outsourcing consultation paper does 
acknowledge that it may be appropriate to 
take a more proportionate, risk-based 
approach with regards to contract clauses, due 
diligence and oversight activities where there 
is a level of control, influence and reliance on 
group policies and procedures over the 
intragroup provider  
 

Subcontracting / Sub-outsourcing:  

Both the EBA Guidelines and the PRA 
consultation paper introduce only 
small-scale changes and refinements 
for organisations already operating a 
SYSC8-compliant third-party risk 
management framework. The key 
changes are outlined in the section 
below. 
 
For organisations who have yet to 
develop their third-party risk 
management frameworks to the point 
of SYSC8 compliance a more exhaustive 
set of control requirements are outlined 
in sections 4 and 5 of this document.  
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The outsourcing consultation paper states that 
the risks of sub-outsourcing should be 
assessed, with particular focus on the potential 
impact of long and complex supply chains on 
operational resilience and oversight. 
 

Oversight activities should be extended to sub-
outsourced service providers involved in the 
provision of important business services, 
including their ability to stay within an 
organisation’s impact tolerances.  
 

Outsourcing Register:  
Organisations are required to maintain a 
record of all outsourcing arrangements, that 
distinguishes between material and non-
material arrangements, to enable the PRA and 
FCA to identify core reliance on different third 
parties across the sector. The outsourcing 
consultation paper emphasises the 
importance of identifying and managing over-
reliance on third parties and concentration 
risk. 
 

The outsourcing consultation paper gives 
guidance for completing and maintaining the 
outsourcing register, including detailing the 
specific data points required to be captured. 
Many of these data points are likely to be 
incremental for organisations already 
maintaining an outsourcing register and may 
involve the input of multiple internal 
stakeholder groups. 
 

Arrangements should be captured at a service 
level, with the PRA also welcoming views on 
broadening the Outsourcing Register to 
include other third-party arrangements. 
 

Data Security: 
The EBA guidelines emphasise the importance 
of data security and the need for organisations 
to have effective processes in place that enable 
them to classify data based on confidentiality 
and sensitivity.  
 

Organisations must understand and document 
their own responsibilities regarding data, and 
those of the outsource provider, in particular 

focusing around risks associated with 
inappropriate access, insider threats, loss or 
unavailability of data, and unauthorised 
modification of data. 
 

The outsourcing consultation paper gives 
further guidance on the ‘shared responsibility 
model’ for Cloud arrangements, data 
classifications and expectations for risk-based 
approaches to data-at-rest, data-in-use and 
data-in-transit. This is consistent with the 
stated aims of the PRA to facilitate greater 
resilience and adoption of cloud and other 
technologies. 
 

Business continuity and exit planning:  
Organisations should have in place business 
continuity plans (BCPs) and exit strategies for 
their material outsourcing arrangements, 
covering both ‘stressed’ and ‘non-stressed’ 
exits. 
 

• A stressed exit would include service 
disruption, outage and insolvency (e.g. 
non-planned exits) 

 

• A non-stressed exit would include exit 
for commercial, performance or 
strategic reasons (e.g. a planned exit) 

 

Organisations should also ensure they have 
‘effective crisis communication measures’ to 
inform all relevant internal and external 
stakeholders in the event of a disruption or 
emergency. 
 

Testing and development of BCPs and exit 
plans should be undertaken ahead of an 
outsourcing decision in order to validate the 
effort and steps required and, where possible, 
identify alternative service providers and/or 
temporary continuity measures that can be 
employed in the event of a disruption – even if 
these may not be considered suitable long-
term solutions. 
 

Exit strategies and BCPs should be reviewed 
and updated regularly through the duration of 
an outsourced relationship. 
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Clarity on outsourcing agreements:  
Organisations must ensure that all outsourcing 
agreements are captured in a written 
agreement, with minimum standards defined 
for material outsourcing arrangements, with a 
specific focus on requirements for:  
 

• data security  
• access, audit and information rights  
• sub-outsourcing  
• business continuity and exit plans 

 

Unrestricted access, audit and information 
rights for material outsourcing should extend 
to:  
 

• data, devices, information, systems and 
networks  

• company and financial information  
• external auditors, personnel and 

premises. 

 

Firms may adopt an outcomes-based approach 
to audit and information-gathering, including 
through off-site audits and use of third-party 
certificates and reports, as well as onsite and 
pooled audits.  

 
PRA Notification: 
The PRA continues to require that 
organisations notify prior to entering into, or 
making significant changes to, any material 
outsourcing arrangements.  
 

Organisations must have in place a process of 
ongoing monitoring to identify changes to 
existing relationships whereby arrangements 
previously identified as non-material become 
material 
 
 

 

3. Next Steps 
 

 

 

 

 

m

• Organisations are encouraged to assess the impact of the consultation papers on 
their existing frameworks and any current EBA initiatives  

o Mobilise a plan to close any gaps 
o Invest in people, process and technology where scale exists 

 

• The PRA is expected to publish its final outsourcing and TPRM policy in the second 
half of 2020 (in line with the final policy on operational resilience). Organisations 
are expected to be compliant by 31st December 2021  
 

• These activities can be resource intensive and time-consuming, so don’t delay… 
make sure you have this up and running well before the end of 2021 
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4. 3VRM best practice third party risk management model 
 

The image below represents our suggested approach and model which, if followed, will give you a path to compliance. Section 5 describes some of the key 

components of this in more detail.  
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5. Requirements Overview 
 

The table below provides some further detail on some of the controls outlined in the 3VRM best practice third-party risk management model, 

mapped against SYSC8, EBA and PRA requirements. For further detail on best practice please visit our website or contact us at 

Info@3vrm.com. 

 

 Framework 
Requirement 

SYSC8 Requirements EBA / PRA Requirements 3VRM Control Summary 

P
o

lic
y 

&
 G

o
ve

rn
an

ce
  

Governance • Retain accountability for regulatory 
compliance  
 

• Effective control over third parties  
 

• ‘Proper’ supervision of third party with 
suitably skilled / experienced staff SYSC  

 

• Consistent approach to identify, 
monitor and manage  

• Proportionality principle when 
approaching  
 

• Retain accountability for regulatory 
compliance 

 

• Senior staff member directly 
accountable  

 

• Rationale / decision-making process for 
outsourcing  

 

• Supervision of third party with suitably 
skilled staff  

 

• Consistent approach to identify, 
monitor and manage 

 

• Clear roles, responsibilities and 
accountabilities 

 

• Sufficient resources to manage 
effectively 

 

• Internal audit to cover adequacy and 
operational effectiveness of framework 
 

Organisations should ensure that they have 
robust governance protocols in place for 
third party risk management. These must 
be fully aligned with the organisation's 
ERMF and appetite statements with a 
documented and board-level approval for 
accountability. 
 

 

Governance should cover the following as a 
minimum; 
• Roles and responsibilities 
• Policies, Standards & Procedures 
• Limits of Authority 
• Oversight and conformance testing 

Policy • Definition of material outsourcing 
 

• Intra-group outsourcing in-scope 

• Definitions of outsourcing and critical 
outsourcing 
 

• Intra-group outsourcing in-scope 
 

• Elements for the policy defined and 
cover the outsourcing lifecycle 

Organisation must ensure that they have in 
place a documented set of policies, 
standards and procedures covering all 
aspects of the Sourcing and Supplier 
Management lifecycle. 
 

https://3vrm.com/
mailto:Info@3vrm.com
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• Policy requirements should apply 
consistently across the organisation 
 

•  

 
• Requirements should align with 

industry best practice and all relevant 
regulatory obligations 

 

Notification 
Requirements 

• Where there is reliance on third parties 
for the performance of critical 
functions 

• Observe rules in jurisdictions that are 
being operated in 
 

• Before entering or significantly 
changing a material outsourcing 
arrangement 

 

• Before an outsourcing arrangement not 
previously deemed as material becomes 
so 

 

Organisations should clearly define and 
document regulatory notification 
procedures in line with all applicable 
regulatory obligations, covering; 
• Roles and responsibilities 
• Policies, Standards & Procedures 
 

 

 Framework 
Requirement 

SYSC8 Requirements EBA / PRA Requirements 3VRM Control Summary 

Id
e

n
ti

fy
 

Outsourcing Register • Not applicable • Required to maintain outsourcing 
register with required minimum data 
including the cloud-specific elements 
specified 
 

• Populate for new outsourcing 
arrangements from 30th December 
2019 
 

• All outsourcing arrangements added by 
31st December 2021 

Organisations should be able to quickly 
collate a complete inventory of all third 
parties engaged across the organisation 
 
The third-party inventory should include all 
data points in alignment with industry best 
practices and regulatory obligations. As a 
minimum may include; 
• Supplier Name 
• Service description 
• Supplier categorisation 
• Risk profile (see risk profiling section) 
• Service criticality 
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Subcontracting • Implied: Needs to be identified as part 
of risk assessment where 
subcontracting is material 

• Decide if it is permitted 
 

• Critical subcontractors must be 
identified and included on outsourcing 
register 
 

• Standards defined for written 
agreements 
 

• Must be adequately overseen by third 
party 

 

Organisations should ensure that 
subcontractors are formally identified and 
risk assessed ahead service provision 

 

Formally documented processes should be 
in place covering; 
• The maintenance of a complete register 

of material subcontractors (4th parties) 
 

• Appropriate oversight of any 
subcontractors, proportionate to the 
criticality and risks associated with 
services 
 

Cloud • No specific reference • Maintain cloud register 
 

• Ensure that cloud can be deployed in a 
safe and resilient manner by assessing 
factors such as data security, business 
continuity and exit planning 

 

• Specific consideration given to 
assessing concentration risk 

Organisations must ensure that they have in 
place robust processes to produce and 
maintain an inventory of primary cloud 
service providers. 

 

• The inventory of primary cloud 
providers should be regularly 
reconciled against the master supplier 
list  
 

• Roles and responsibilities between the 
organisation and the outsourcing 
providers must be clearly documented 
and enforced 
 

• Supporting toolsets, such as a cloud 
security broker (CASB) tool, should be 
deployed to enforce policy 

 

Risk Assessment • Identify risk exposure of all third parties 
 

• Identify risk exposure covering key risk 
types, notably IT and data security 
 

• Consider impacts of service disruption 
 

• Consider concentration risk: industry 
concentration to any given supplier 
 

• Refreshed regularly on supplier and 
aggregate level 

 

Organisation should have processes in place 
to ensure that all new suppliers and/or 
services are identified and appropriately risk 
assessed before work with suppliers 
commences 

 

• Risk assessments should tier suppliers 
in accordance with the inherent risk 
posed to the organisation (typically into 
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variants of critical, high, medium and 
low) 
 

• Risk assessments should cover all key 
risk types including; 
o Information and cyber security 
o Data protection 
o Business continuity and resilience 
 

 

 Framework 
Requirement 

SYSC8 Requirements EBA / PRA Requirements 3VRM Control Summary 

A
ss

e
ss

 a
n

d
 M

o
n
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o

r 

Due Diligence • Required at before, during relationship 
 

• Appropriate to risk exposure, 
complexity of service, impact 

 

• Required before entering into a 
relationship 
 

• Should include identification of 
alternative or back-up providers 

 

• Identify conflicts of interest 
 

• Consider ethical and social 
responsibility of outsource provider 

 

• Should be proportionate to services 
being taken 

 

• Material outsource providers should be 
assessed against the following; 
o Business model, complexity, 

financial situation, nature, 
ownership structure and scale 

o Capability, expertise and 
reputation 

o Financial, human and technology 
resources, 

o IT and cyber security controls 
o Any subcontractors involved in the 

provision of “important business 
services” 

o Authorisation and registration 
required to perform services 

Organisations should have a documented 
process and operating procedures in place 
for on-boarding suppliers and performing 
the requisite level of due diligence  
 
• Due diligence requirements must be 

risk-based, meet all regulatory 
requirements, and commensurate with 
the level of risk to the organisation 
 

• Due diligence checks should include: 
o Company Validation  
o Sanctions screening 
o Anti-Bribery 
o Financial stability 
o Regulatory permissions and 

licenses 
o Insurance 

o Capability 
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o Compliance with applicable laws 
and regulations 
 

• Adherence to relevant industry 
standards 
 

Written Agreements • Respective rights and obligations of the 
organisation and of the service provider 
are clearly allocated and set out in a 
written agreement 

• Require all outsourcing arrangements, 
irrespective of materiality and including 
intragroup arrangements, to be set out 
in a written agreement  
 

• Required to be fit-for-purpose with 
defined checklist of considerations, 
including; 
o Data security, 
o Access, audit and information rights  
o Sub-outsourcing 
o Business continuity and exit plans 

Organisations should have written 
agreements in place with all suppliers, 
utilising the organisation’s own templates 
wherever possible; 

 

• Standard contractual terms should be 
documented covering all key 
commercial and control requirements - 
these should include (but not be limited 
to): 
o Cyber Security 
o Data Privacy 
o Records Management 
o Physical Security 
o Business Continuity 

 
• There should be a documented process 

in place outlining the contract 
approvals process based upon clearly 
defined limits of authority 
 

• Roles and responsibilities should be 
defined for authorised signatories 
when reviewing, approving and 
executing company contracts 

 
• The approvals processes may include 

the following stakeholder groups 
(variable depending on the value, risk 
or complexity of the contract): 
o Business 
o Sourcing / Procurement 
o Finance 
o Legal 
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o Compliance 
o Tax  

 
• A documented process should be in 

place to outline the storage and 
maintenance requirements of executed 
contractual agreements 

 

Performance 
Management 

• Performance management 
 

• Business continuity and DR plans and 
periodic testing 

• Performance management 
 

• Business continuity and DR plans and 
periodic testing 
 

• Penetration testing where relevant 
 

Organisations must define and document 
consistent and effective set of minimum 
requirements for managing and measuring 
the performance of suppliers throughout 
the term of the contract(s) that includes 
delivery of service obligations; 
 
• Requirements should be risk-based, 

meet all regulatory requirements, and 
be commensurate with the level of risk 
to the organisation 
 

• Performance management measures 
should include:  
o Validating that the supplier is 

delivering the core products and 
services to require service levels 
(SLAs) and quality requirements;  

o Obtaining and reviewing supplier-
produced MI and ensuring that 
performance is in line with 
contractual obligations 

 
• Risk and Control measures should 

include:  
o Obtaining and reviewing regular 

metrics and risk information to 
ensure that the supplier is 
operating effective risk and control 
management activities.  These 
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include but are not limited to: IT 
Security and Cyber metrics; 

o Resilience controls and testing; 
Data Privacy Impact Assessments; 
People Management metrics, 
including screening checks; Supply 
Chain Management metrics. 

 

Exit Management • Must be able to terminate an 
arrangement without detriment to the 
continuity and quality of service 
provision 

• Documented exit strategy required for 
material outsourcing relationships 
 

• Written agreement should cater for 
transition to another service provider 

Organisations must ensure that the control 
requirements and obligations expected of 
suppliers at the point of exit are 
documented.  These should be 
commensurate to the risk, vary by service 
types and have been established by the 
relevant risk domain owner within the 
organisation. 
 
• There must be a documented process 

for exiting suppliers at the end of a 
contract and/or the overall relationship 
 

• Suitably trained resources should be 
available to perform the exit 
management activities as required 

 
• Roles and responsibilities for managing 

and performing supplier exit activities 
have been defined and are followed 
across the organisation 
 

 

 Framework 
Requirement 

SYSC8 Requirements EBA / PRA Requirements 3VRM Control Summary 

R
e

m
e

d
ia

te
 

Incident 
Management 

• Required to have effective processes to 
identify, manage, monitor and report 
risks and internal control mechanisms 

• Must have robust controls covering 
incident detection and response 
(including appropriate mechanisms for 
investigation and evidence collection 
after an incident) 
 

Organisations must have documented 
protocols in place to respond to all supplier 
risk events, including accidents and near 
misses, aligned to the ERMF 
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• Particular focus on security and data 
incidents 

 

Action Tracking • Implied • Implied Organisations must have established 
protocols in place to create and log actions 
plans relating to the remediation of risk 
events and control deficiencies. Protocols 
should cover; 
 
• Identification, tracking, monitoring and 

reporting upon the status of actions from 
creation to closure 
 

• Ensuring action items are closed and/or 
risk accepted in accordance with 
business appetite 
 

Risk Acceptance • Implied • Implied Organisations should have clearly defined 
processes in place regarding risk acceptance 
that are aligned with their ERMF and clearly 
differentiate approval thresholds based 
upon a consistent, enterprise-wide impact 
assessment 

 

Risk Register • Implied • Implied Organisations should maintain a complete 
list of all identified risks and their status. The 
list should support board reporting protocols 
and be tracked against defined appetite 
statements. 
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